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Abstract
Natural hazard risk assessment for road infrastructure 
is usually based on standardized frameworks, which 
calculates risk in a deterministic manner. However, due 
to constant singlevalue input data such deterministic 
standard approaches regularly ignore the epistemic data 
uncertainty, resulting in potential bias for riskbased de-
cisions on mitigation measures. In our study we supple-
mented the standard framework by a probabilistic risk 
analysis (PRA) method to consider these uncertainties 
in input data. The PRA approach facilitates the quanti-
fication of epistemic uncertainty by using probability 
distributions to represent data uncertainty while a de-
terministic approach uses single discrete values without 
uncertainty representation. We compared the results 
of the PRA with the deterministic risk assessment ap-
proach for road infrastructure, based on a case study of 

a mountain road exposed to a multihazard environment. 
The results demonstrate that the annual collective mo-
netary risk of the deterministic approach is lower than 
the PRA outcome due to additional uncertainty conside-
ration. Thus, without consideration of uncertainty of the 
input variables risk might be underestimated using the 
operational standard risk assessment approach. Thus, 
PRA for natural hazard risk generates an important in-
crease in information, which is fundamental for optimal 
riskbased decisionmaking under budget constraints. 
This facilitates an increase of knowledge about poten-
tial road risk with the effect of a better informed and 
transparent basis for implementing risk minimization 
measures for roadsafety authorities, design engineers 
and policy makers.

Introduction 

So far, the focus in mountain hazard risk analysis is usually on de-
terministic methods, in particular if road infrastructure is conside-
red. Due to the complex input data needed and the comprehensive 
but standardized method with a variety of contributing parameters, 
a considerable degree of uncertainty results. Consequently, contri-
buting variables needed for risk assessment are normally processed 
as single deterministic (discrete) values rather with probability dis-
tributions. 

Input data for risk calculation is often defined from expert judge-
ment if no statistical data is available or as mean value based on 
statistical datasets. Furthermore, standardized frameworks for 
operational risk assessment considering a multihazard environ-
ment, such as Bründl et al., 2009; ASTRA, 2012; Bründl et al., 2015, 
rely on variables from recommended semiempirical probability clas-
ses, e.g. to express hazardspecific vulnerability with indicators or 
indices (PapathomaKöhle, 2017). Thus, the standard approaches for 
road risk computation obtain the results with constant input data 
(discrete single data) usually without considering a potential range 
to represent data input uncertainty. Therefore, a considerable de-
gree of uncertainty remains which may result in a bias of riskbased 
decision making. To overcome this gap, we extended the determi-
nistic standard approach with a probabilistic model to include data 
uncertainty of the input variables. With this probabilistic approach 
we quantified the epistemic uncertainty by using simple probabi-
lity distributions of the input data instead of single values without 
uncertainty representation. The probabilistic calculation of road risk 
yielded in a probability density function (PDF), which was compared 
to the deterministic result from the standard guideline for road sa-
fety using the framework form ASTRA (2012).

The commonly accepted definition of risk is based on UNISDR, 
(2004) and ISO (2009) and explains risk as a function of hazard times 
consequences. This universal definition of risk has been repeatedly 
conceptualized within the natural hazard community by Eq. (1) (e.g. 
Fuchs et al. 2007; Oberndorfer et al. 2007; Bründl et al. 2009). Con-
sequently, the calculation of risk is dependent on a variety of va-
riables all of which being subject to uncertainties (GrêtRegamey and 
Straub, 2006).
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The valuation of uncertainty in risk assessment is frequently repre-
sented by sensitivity analyses to show the effects in varying input 
values on the results (e.g. Rheinberger et al., 2009). However, the 
use of confidence intervals allows a discrete calculation of risk with 
different model setups but does not include probability information. 
In our study, we quantify the potential uncertainties within road risk 
assessment based on a case study of a segment of an important 
mountain road using a stochastic risk assessment approach under 
consideration of the probability distribution of input data. 

Case study

We applied the probabilistic computation as well as the determinis-
tic standard approach of road risk in a case study. The section of a 
mountain road in Austria is significantly exposed to a multihazard 
environment (torrent processes, snow avalanches, rock fall). In Fig. 
1 the road segment as well as the hazard areas are displayed which 
pose a considerably threat for the underlying mountain road both 
for the road infrastructure and traffic exposed.

Figure 1. Overview of the case study area and location of the natural ha-
zards along the road segment  dark blue line: four torrent catchments, 
light blue line: three avalanche paths, redline: one rock fall area. (Source 
base map: © BEV 2020 – Federal Office of Metrology and Surveying, Aust-
ria, with permission N2020/69708).

Method

In order to compare the results of the two different risk assessment 
approaches (deterministic versus probabilistic), we used in a first 
step the standardized framework from ASTRA (2012) for opera-
tional risk assessment for roads and transportation networks and 
calculated the collective risk RC as a prognostic monetary value per 
year. RC is commonly defined as the expected annual damage cau-
sed by certain hazards and is beside the individual risk RI for expo-
sed persons frequently used as a risk indicator (Merz et al., 2009; 
Špačková et al., 2014). To compute RC the following three risk cate-
gories were considered: 

– Risk for persons RP with three risk situations:
	 – Direct impact of the hazard event – standard situation
	 – �Direct impact of the hazard event – specific situation 

due to traffic jam 
	 – Indirect effect – Rearend collision 

– Property or asset risk RA

– Risk due to nonoperational availability or disposability RD

Using the same formula of the standard approach, we replaced in a 
second step each individual input data with a probabilistic distribu-
tion. The computation of the probabilistic setup was executed with 
the software RIAAT  Risk Administration and Analysis Tool (RiskCon-
sult GmbH, 2016). The probabilistic setup was based on the same 
equations as the standard approach, but each input variable was 
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processed with a probability distribution instead of a constant or 
discrete value (point value). Through the consideration of the poten-
tial range of input data, the data uncertainty was characterized. The 
probabilistic setup computed risk by a stochastic calculation tech-
nique and aggregated risk with Latin Hypercube (LHS) sampling, 
which is similar to MonteCarlo simulation (MCS) with the advantage 
of a faster data processing, a better fitting on the theoretical input 
distribution and a more efficient calculation as fewer iterations are 
needed to get equally good results (Sander, 2012). In our simula-
tions we used 1,000,000 iterations to achieve consistent results. 
The probabilistic setup was carried out with two different and inde-
pendent simulations each with two different distribution functions. 
Hence, each variable was modelled using either 

– a triangular or threepoint distribution (TPD) or 

– a betaPERT distribution (BPD), 

which generated two independent probabilistic setups and results. 
The risk calculation with two different approaches of probability dis-
tributions facilitated a comparison of the applicability and the sensi-
tivity of both simple distribution functions on the results. The expec-
ted annual monetary losses induced by the impact of three hazard 
types (snow avalanches, torrent processes and rock fall) were ag-
gregated and further compacted to the probability density function 
(PDF) of the collective risk RC. Finally, the two different PDFs from 
the stochastic risk assessment were compared with the result from 
the deterministic method to show the potential deviation in the re-
sults. For a detailed description of the applied method please refer 
to Oberndorfer et. al., (2020).

Results and conclusion

Based on our case study the annual monetary risk is significantly 
lower if data were computed with the probabilistic framework in 
comparison to the deterministic standard approach. Thus, without 
consideration of uncertainty of the input variables risk might be un-
derestimated using the operational standard risk assessment ap-
proach for road infrastructure. 

The Lorenz curves for the two distributions (TPD and BPD) in Fig. 2 
demonstrate the position of the deterministic calculated multiha-
zard risk RC in contrast to the range of the probabilistic risk outco-
me. Both applied simple distributions (TPD and BPD), show a wide 
scatter, which can be traced back to the consideration of epistemic 
uncertainty of the input data. However, the deterministic result is 
located at the left edge of the Lorenz curve near or below the 5 % 
percentile (P5). 
 
The Lorenz curves in Fig. 2 refers to the cumulative fraction of the 
nonexceedance probability of the PDFs of both distributions for mo-
delling input data uncertainty with the advantage of a simplifica-
tion of result interpretation. Thus, the deterministic outcome of our 
case study covers approximately less than 5 % of the economic loss 
which might result in a potential underfunding of 60 k€ (TPD) or 35 
k€ (BPD) relating to a conservative chosen benchmark of P95. Both 
graphs show the degree of deviation due to uncertainties involved 
in the risk computation. The position of the deterministic result is 
mainly caused by predominantly rightskewed distributions of the 
input data, since the aggregation of two right skeweddistributions 

relocates the deterministic value due to the effect of skewness to 
the left side of the resulting distribution. The effect is strongly de-
pended on the extent of the positive distribution skewness. 

The degree of uncertainty can be captured by an appropriate choice 
of a ValueatRisk (VaR) level. For example, the 95 % quantile (P95) of 
the PDF covers 95 % of the potential uncertainties within the risk 
calculation. However, a suitable VaR level is depended on many ex-
ternal factors such as the general safety requirement of the system, 
political and legal requirements, engineering guidelines and codes 
as well as on the scale of uncertainty of the input data. Especially 
the last point requires a high expert knowledge to draw the right 
conclusions of the data interpretation.  

Discussion

The results based on our case study have shown that risk is unde-
restimated if computed with common deterministic approaches in 
comparison to probabilistic approaches, mainly due to epistemic 
uncertainties of the parameter spectrum. Thus, the full spectrum 
of potential road risk is not adequately covered using the standard 
approaches, which may lead to a decision bias on risk mitigation 
measures. For robust riskbased decisionmaking, we therefore re-
commend the use of probabilistic risk assessment (PRA) due to the 
consideration of a greater range of possible uncertainties. This fos-
ters a general increase in information for road authorities and po-
litical decisionmakers and facilitates transparent economic decisi-
ons for the implementation of mitigation measures against natural 
hazards. The advantages of PRA in comparison to conventional risk 
analysis can be summarized as follows: 

Figure 2. Lorenz curves for (A) triangular distribution and (B) betaPERT 
distribution. The graphs show the scale of deviation of the total multiha-
zard risk RC in k€/y within the probabilistic risk modelling in comparison 
to the deterministic result.

– �The input data for consequence and for 
the probability of occurrence are no lon-
ger single values without uncertainty re-
presentation but probability distributions 
with at least minimum, most likely, and 
maximum value to shape a simple distri-
bution, and therefore uncertainty is expli-
citly included.

	
– �The results are not point values from the 

mathematical addition of likelihood and 
consequences rather PDFs generated by 
stochastic simulation with MCS or LHS. 
Therefore, a bandwidth (range) of aggre-
gated risk is computed based on a wide 
number of coincident but realistic scena-
rios, which provides an explicit considera-
tion and treatment of the reducible (epide-
mic) uncertainty.

– �The results are displayed as PDF allowing 
a VaR interpretation for each value (quan-
tiles) within the bandwidth instead of a 
single sharp number without an associa-
ted probability.  

However, the choice of a robust risk value 
for natural hazard decision as an acceptable 
quantile of the PDF is a challenging task. In 
our opinion, a ValueatRisk (VaR) approach 
through the consideration of a reliable no-
nexceedance probability is an appropriate 
concept for this challenge. Generally, a hig-
her level of the nonexceedance threshold 
yields in a higher system safety for trans-
portation corridors. Since an appropriate 
safety level is a balance between technical 
feasibility, social acceptance, and political 
implementation, which is strongly depen-
dent on the underlying legal framework, a 
PDF may support decisionmakers to achieve 
betterinformed decisions.
Our probabilistic risk assessment approach 
allows the quantification of uncertainty, 
and in turn allows decision makers to bet-
ter assess the quality and validity of road 
risk computation. Thus, PRA generates an 
important increase in information, which is 
fundamental for optimal riskbased decisi-
onmaking under budget constraints. This 
facilitates an increase of knowledge about 
potential road risk with the effect of a bet-
ter informed and transparent basis for im-
plementing risk minimization measures for 
roadsafety authorities, design engineers and 
policy makers.

As a consequence of our study and consi-
dering the limitations we recommend follo-
wing further research initiatives:

– �Increasing research on vulnerability/let-
hality thresholds for road infrastructure 
and traffic to get hazard and objectspecific 
vulnerability/lethality functions as these 
factors are attributed to a high degree of 
uncertainty. These vulnerability/lethality 
functions should be either based on de-
tailed event documentation or on physical 
impact assessments.

– �Further research on suitable probability 
distributions to represent risk variables 
since the scale of deviation is dependent 
on the choice of distribution for modelling 
the bandwidth of input data. However, if 
there is little to none empirical evidence 
on the distribution of input data (e.g. esti-
mation from experts), simple distributions 
such as a TPD or a BPD can adjust the sha-
pe of the distribution better than complex 
distributions. Hence, the use of complex 
distributions for a prognostic risk predic-
tion with a lack of empirical data cannot be 
justified. 

– �Consideration of probabilistic hazard ana-
lyses to enable a holistic PRA for natural 
hazards. In our study the hazard analyses 
were an outcome of prior technical studies 
for the regional road authority of the fe-
deral state. 

– �Development of guidelines for the treat-
ment of uncertainty information for deci-
sionmakers (authorities, engineers, politi-
cians). We recommend the VaR approach 
as this is a standard approach in economic 
and technical risk assessment.

– �Consideration of probabilistic methods 
also for budgeting of safeguarding, as the 
results of a monetary risk assessment are 
frequently compared to the costs of mi-
tigation measures to achieve an optimal 
riskbased design using a cost benefit ana-
lysis. Since cost assessments of mitiga-
tion measures are subject to considerably 
uncertainties, especially at the beginning 
of the planning process where information 
is limited, a probabilistic assessment of 
defence structures is recommended using 
the same benchmark value of the VaR. 

Even though the presented methodology for 
our casestudy is based on a road segment 
exposed to a multihazard environment on a 
localscale, the approach can easily be trans-
ferred to other scales and other assess-
ments for naturalhazard risk. 
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